
 
Enterprise-Wide Risk Management: Recommendations to COSO 

 
 

Richard A. Scott, William G. Shenkir, and Paul L. Walker 
McIntire School of Commerce 

University of Virginia 
 
 

 
EXECUTIVE SUMMARY 

 
 

 Based on our work over the past three years and the review and analysis of the 

literature, we recommend that the Committee on Sponsoring Organizations (COSO) 

develop a document on  “Enterprise-Wide Risk Management.”  Considerable disparity 

exists between the studies that have been issued (or are in progress) on risk management.  

This disparity demonstrates the need for a unifying document that would lead the field.  

Several of these studies were written by major accounting firms and reflect their different 

views, suggesting a need for a document with the authoritative weight of an independent 

organization such as COSO.  The guidance on certain specific aspects of risk 

management such as risk identification and measurement is inadequate.  COSO’s 

landmark study on internal control is criticized as being out of step with today’s risk 

management movement. A new study would extend the work that was done in 

establishing a framework for internal control by integrating it with risk management. A 

new study could also provide guidance for audit committees, future professional 

standards, and companies in both managing and reporting about risk. 

 



Our Charge 
 

 
 Our charge was to recommend to the Committee on Sponsoring Organizations 

(COSO) whether it should develop a framework that provides guidance on enterprise-

wide risk management. This report is based on the following: 

1. Reviewing the literature on enterprise-wide risk management. (See 

Appendix A and B for an overview of the literature review.) 

2. Teaching, for the past three years, a graduate course on enterprise-

wide risk management.  Coopers and Lybrand funded the development 

of this course in 1996.  As part of the on-going course research and 

development, we have met with numerous consultants performing risk 

assessments. (See Appendix C for the current syllabus for the course.) 

3. Serving as a member of the joint AICPA/CICA Risk Task Force. 

4. Doing field research on enterprise-wide risk management, funded by 

the Financial Executives Research Foundation (FERF), the research 

arm of the Financial Executives Institute (FEI), a COSO member. This 

research has involved visits and interviews with key executives at 

DuPont, Microsoft, United Grain Growers of Canada, and Unocal. 

 

Based on our analysis and experience, we have concluded that COSO can extend its 

previously issued document, Internal Control---Integrated Framework (ICIF), by 

developing a framework that provides guidance for enterprise-wide risk management.  

The basis for our conclusions follows. 
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A General Assessment 

 

 In 1992, COSO issued ICIF, a path finding document, which departed from the 

traditional internal accounting control model. ICIF presented a broad control framework 

that included five interrelated components: control environment, risk assessment, control 

activities, information and communication, and monitoring. According to the document, 

control is the responsibility of the board of directors, management, and other personnel 

within the organization, not just the accountants. 

 The business world and society in general, have experienced dramatic change 

over the last decade, that has been driven by: 

• Globalization 

• Emerging markets 

• Consolidation of companies and restructuring 

• Deregulation 

• Increasing competition 

• Product and market innovation 

• Rapidly changing technology, especially information technology 

• E-commerce 

• Emergence of the Internet and the New Economy 

• Crisis and major risk debacles 

These drivers of change have led to increased risk exposure for business and have caused 

companies to focus on assessing and managing enterprise-wide risk.  

Risk is defined in a leading study as any issue, threat, or action that could impact 

a company’s ability to meet its business objectives and execute its strategies successfully.  

It includes both upside possibilities (opportunity) as well as downside (loss potential).   
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Studies of Risk Management  

 

 The growing importance of enterprise-wide risk management is evidenced by 

publications from leading professional bodies around the world. Since the publication of 

ICIF, the following major documents have appeared in final or draft form: 

• AICPA Report of Special Committee on Assurance Services (Elliott 

Committee) (1997) – contains a section on risk assessment 

• AICPA/CICA (forthcoming) – Risk Management 

• Australian/New Zealand Standard (1999) – Risk Management 

• CICA Criteria of Control Board (1998) -  Learning About Risk: Choices, 

Connections and Competencies 

• The Conference Board of Canada (1997) – A Conceptual Framework for 

Integrated Risk Management 

• The Economist (In Co-operation with Arthur Andersen) (1995) – Managing 

Business Risks – An Integrated Approach 

• International Federation of Accountants (1999) – Enhancing Shareholder 

Wealth by Better Managing Business Risk 

• Institute of Internal Auditors Foundation (1998) - Risk Management: 

Changing The Internal Auditors Paradigm 

 

It should be noted that three of the COSO members have published, or have 

underway, documents that focus on risk management. FERF (and thus, FEI) has a 

research project underway, the AICPA is co-sponsor of a task force preparing a report, 

and the Institute of Internal Auditors has published a lengthy document.  

Given these major publications, can COSO publish a document that will improve 

on ICIF and add value by providing guidance for enterprise-wide risk management?  We 

believe it can.  Our suggestions follow. 
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A COSO Study on Enterprise-Wide Risk Management 

 

COSO included risk assessment as one of the five components of the control 

framework presented in ICIF.  Figures 1 and 2 compare the COSO model with the new 

paradigm for risk management. COSO envisions control as a solution for risk, whereas 

the new paradigm envisions that the business risk solution might be to accept, reduce, 

transfer, avoid, share, or exploit risk. A COSO document on enterprise-wide risk 

management can add value by providing guidance in the following areas:  

1. risk identification and establishing a risk language;  

2. measurement and prioritization of risks; 

3. business risk solutions; and 

4. risk infrastructure. 

 

Figure 1 
 

The Original COSO Sequence (Control-Based)* 

*Source:  D. McNamee and G. M. Selem, 1998.  Risk Management:   
                 Changing the Internal Auditor’s Paradigm, Altamonte Springs, Florida: 
                 The Institute of Internal Auditors Research Foundation. 172. 
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 Figure 2 
 

The New Paradigm of Risk Management* 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Identify It 
Measure It 
Prioritize It 

Avoid It 
Transfer It 
Reduce It 
Accept It 
Exploit It 
Share it 

Establish 
Organization 
Objectives 

Assess Risk Manage 
Risk 

*Source:  Adapted From D. McNamee and G. M. Selem, 1998.  Risk Management:   
                 Changing the Internal Auditor’s Paradigm, Altamonte Springs, Florida: 
                 The Institute of Internal Auditors Research Foundation. 172. 

 

 

 

Risk Assessment 

 

 Assessing risk entails identifying material risks against the backdrop of enterprise 

objectives.  These risks must then be measured and prioritized based on their likelihood 

and significance.   Business risk solutions are decisions made on how to deal with the 

prioritized list of risks.  Subsequent monitoring of the risks and the risk management 

system itself, complete the cycle.  The risk assessment process is illustrated in Figure 3.  

Assessing the impact and likelihood of occurrence of risks in a risk map is presented in 

Figure 4.  Each of these steps is discussed further.   
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Risk Identification 

 

 The conceptual model in Figure 2 envisions that once an enterprise has 

established its objectives, the threats and actions that might prevent it from meeting those 

objectives must be identified.  The identification process should produce a risk language. 

A common business risk language is essential if all responsible personnel in an 

organization are to use the same vocabulary in their risk management activities.  

How can an organization identify its material risks?  The many approaches 

include: interviews, brainstorming, risk questionnaires, self-assessment workshops, 

benchmarking, using risk consultants, process analysis, process mapping, and flowcharts. 

We discuss three additional approaches next: value chain analysis, performance 

scorecards, and scenario analysis.   

 Value chain analysis focuses on those activities in the organization that create 

value to the consumer of the product or service. Once a unit’s value chain is established, 

major processes and sub-processes for each activity are analyzed.  With this information, 

risks that might interfere with each of the value creating activities can be identified.  

Many organizations are determining critical success factors and expressing them 

as a balanced scorecard together with critical metrics. When an organization has 

established a performance scorecard with metrics, any threat or action that might prevent 

the attainment of the success factor is a potential risk. 

 Brainstorming around scenarios is another method for identifying a unit’s risks.  

In the process, it is important to understand all the correlated risk surrounding the 

particular scenario.  For example, a disaster scenario might be focused on the possibility 

of an earthquake.  However, risk is not primarily the potential damage to buildings and 

equipment; it includes all the risks related to business interruption. 

 Conclusion. Much of the risk identification area has not been fully developed. 

COSO could add considerable value by showing companies how to identify risk, 

including techniques, documentation, and examples. 
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Measurement and Prioritization of Risk 

 

 Once the risks have been identified, they should be quantified and measured.  

This step is followed by prioritizing the risks according to their significance and 

likelihood and presenting them in a risk map (see Figure 4).  Measurement is critical 

because, although many companies may sense they are faced by risk, until they validate 

the real level of risk they cannot develop rational risk solutions. Measurement of risks is 

not yet fully developed. Companies are just now trying to move into this area. Some 

companies are simply looking at historical patterns of occurrences to see how significant 

a risk can be, while others are calculating variances and probability curves.  

 Conclusion. COSO could add value in this area by developing and demonstrating 

measurement tools that companies can implement. 

 

Business Risk Solutions (Act and Monitor in Figure 3) 

 

The solutions developed to manage risks depend on many factors. These have to 

be explained and shown to companies. As noted previously in Figure 2, the solution may 

be to transfer or share the risk. Alternatively, the solution may be to retain the risk and 

develop controls and metrics to monitor it. Solutions should be developed based on the 

current level of controls surrounding the risk. That is, a company should do a gap 

analysis, defined as the difference between the level of risk and the level of current 

control over that risk. A high risk with little current control requires immediate attention 

whereas a low risk with many controls may not. In fact, controls may even be relaxed to 

obtain cost savings.  This area has not been fully developed in the literature.  

Conclusion. This area is where COSO already has the edge on most other 

documents. COSO should use its knowledge to develop risk solutions that are tailored to 

risks companies face. 
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 Figure 3 

The  Risk Assessment Process  
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Source:  Adapted from Deloitte & Touche, Perspectives on Risk, p. 9. 
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Figure 4 

 

  Risk Management  

Assessing Impact and Likelihood of Occurrence   
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Source:  Adapted from The Economist Intelligence Unit, Managing Business Risk, p. 30, and Deloitte &    
              Touche, Perspectives on Risk, p. 13. 



Risks Infrastructure 

 

With the business environment constantly changing, risk assessment and risk 

management must be ongoing activities.  In addition, the risk management system should 

be continuously monitored to evaluate its effectiveness.  A firm should have a risk 

infrastructure to focus this ongoing effort. The infrastructure might be led by a risk 

control officer or a risk management group.  However, unit and process managers should 

also be involved in risk assessment and management at their level of responsibility.  

Business risk management skills should be developed in personnel throughout the 

enterprise and regarded as a core competency.  The infrastructure should include a risk 

policy, and the role of the board of directors and audit committee should be spelled out. 

Conclusion. COSO could add value by showing companies a leading-edge risk 

infrastructure. This infrastructure would aid management's risk process. 

 

Summary 

 

Risk management is a popular topic. Many organizations around the world have 

written documents on the subject. However, as noted previously, much more needs to be 

done in the area. Recent developments reemphasize the importance of risk. On January 

12, 2000, the FEI released the results of a survey of audit committee members. In that 

survey, audit committee members ranked "key areas of business and financial risk" as the 

number one area in order of importance. A leading-edge risk framework and process 

described in this paper can help companies in several ways. First, it can help companies 
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manage risk. This is perhaps the greatest value. Second, it can help companies meet their 

audit committee 

members' needs. Third, it can help companies comply with regulatory requirements.  

(AICPA SOP 94-6 requires companies to disclose significant risks but one has to wonder 

how companies can achieve this in today's complex business world without better 

guidance.) Fourth, it can assist in the development of any future risk reporting or 

professional standards (such as Staff Accounting Bulletins or Statements of Auditing 

Standards). 
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Appendix A 

          Literature Search 

 

 We conducted a literature search resulting in the bibliography that is attached as a 

separate document. The search was restricted to recent dates and did not include 

specialized sub-fields such as bank asset-liability management, information technology or 

using derivative instruments in managing financial risk. We then focused on seven major 

studies and three peripheral ones that had special significance.  Each is reviewed and 

analyzed in Appendix B.  The major studies are: 

1. Economist Intelligence Unit, Written in co-operation with Arthur Andersen 

& Co. 1995.  Managing Business Risks – An Integrated Approach.  New 

York, NY: The Economist Intelligent Unit. 

2. The Economist Intelligence Unit.  Written in co-operation with Arthur 

Andersen & Co. 1998. Research Report, Managing Business Risks in the 

Information Age, New York, NY: The Economist Intelligent Unit.  

3. Deloitte & Touche LLP. 1997. Perspectives on Risk for Boards of 

Directors, Audit Committees, and Management, Deloitte Touche 

Tohmatsu International.  

4. Financial and Management Accounting Committee of IFAC. Prepared by 

PricewaterhouseCoopers 1999.  Enhancing Shareholder Wealth by Better 

Managing Business Risk, New York: International Federation of 

Accountants.  

5. Joint Standards Australia/Standards New Zealand Committee OB/7 – 

Risk Management, 4360:1999.  Risk Management (revised draft).  

Strathfield NSW, Australia: Standards Association of Australia.  

6. CICA Criteria of Control Board. 1998.  Learning About Risk: Choices, 

Connections and Competencies, Toronto, Ontario: Canadian Institute of 

Chartered Accountants. 

7. Nottingham, L. 1997. A Conceptual Framework for Integrated Risk 

Management, Members' Briefing Publication 212-97, Ottawa: The 

Conference Board of Canada.  
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The peripheral studies include: 

1. Coopers & Lybrand (U.K.). 1996. GARP, Generally Accepted Risk Principles, 

London: Coopers & Lybrand International. 

2. Sammon, A. E. 1997. Assurance Services: Risk Assessment, Jersey City, N.J.: The 

American Institute of Certified Public Accountants. 

3. Internal Control Working Party. 1999.  Internal Control: Guidance for Directors 

on the Combined Code, (September) London: The Institute of Chartered 

Accountants in England & Wales. 

 

The second major study is an extension of the first by Arthur Andersen & Co. and 

The Economist Intelligence Unit.  It focuses on information and information technology, 

but does not change the framework developed in the first study; therefore, it is not 

included in the spreadsheet analysis presented in Exhibit 1.   It should be noted that major 

accounting firms wrote the first four major studies and the first peripheral study.  The 

seventh borrows heavily from the A.A.& Co./Economist study, as does the second 

peripheral work.  The Australia/New Zealand Standard Committee document is still a 

draft, as is a work-in-progress of a joint Risk Services Task Force of the AICPA and 

CICA.  The latter report is in such a state of flux that we did not include it in our 

spreadsheet analysis.  However, a summary of its present contents is included in 

Appendix B. 

The peripheral works are considered as such because: 

• GARP is industry-specific (dealer financial institutions) and very limited in its 

consideration of risks other than financial.  It is a comprehensive and detailed 

declaration of risk principles, with an emphasis on internal control. 

• Assurance Services: Risk Assessment is a short home study AICPA professional 

development course. Thus, the course gives an overview of how risk management 

was perceived at the time it was written.  It makes no claim to being a risk 

management framework.  

• Internal Control is endorsed by the London Exchange, and listed firms will have 

to comply with it or explain why.  This document incorporates many concepts 

from the field of risk management and is significant for that reason. 
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Highlights of the Analysis of the Studies 

 

The studies represent a variety of approaches to the subject of risk management 

and a range of results.  Some of these are highlighted below. 

• The objective of the studies varied or was not explicitly articulated.  

• Different definitions of “risk” were used.  Risk was seen as hazards and threats, 

hazards/threats and opportunities, and uncertainty.  How to think about and define 

“risk” needs to be reconsidered. 

• Some of the documents were based on field studies; others simply expressed the 

opinions of the committee members who worked on the studies. 

• The objective for establishing an integrated risk management system was  

different (e.g., optimize the cost of capital v. optimize sustainable shareholder 

value), justified simply on the basis of heightened risks throughout the world of 

business, or not explained at all. 

• Risk categories and sub-categories (referred to as a “risk framework” or “risk 

language”) were usually suggested and illustrated, but considerable differences 

were noted between the several studies.  Some made no attempt to devise general 

risk categories. 

• Which level or group should be responsible for risk management is answered 

differently – some studies recommend a top-down approach while others, a top-

level and unit-level concurrent approach.  In the latter case, how a firm would 

integrate and coordinate the concurrent activites is not discussed. 

• Some studies recommend that processes, not functions or business units, should 

conduct risk management at the grass-roots level. 

• Little guidance is given as to how to go about identifying risks.  Although some 

mentioning of risk identification methods was noted, no methods were illustrated 

except for a questionnaire designed for CPAs (see A.E. Sammon above).  

Application of value chain analysis and identifying critical success factors would 

be valuable additions to the task of identifying risks. 

• Although business unit/process performance measurement was suggested in 
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several studies, little guidance was given and no illustrations were provided.  A 

“balanced scorecard” approach to performance measurement would represent a 

significant step forward. 
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Appendix B 
Risk Management Studies 

 
 
Deloitte & Touche LLP.  1997. Perspectives on Risk for Boards of Directors, Audit 

Committees, and Management, Deloitte Touche Tohmatsu International.  
 
 
 This booklet is a brief, general overview of risk assessment, ensuing actions, and 
monitoring systems.  An appendix provides a business risk framework sketched in 
succinct descriptions that are grouped under the four categories of risk—strategic, 
operating, financial and information.  The opening pages posit that broad changes 
introduce new opportunities and carry business risks.  To illustrate, three phenomena are 
examined from the viewpoint of the new opportunities and the kind of new risks they 
present.  The three are increase in globalization, increase in intangible assets (e.g., 
intellectual property), and emergence of the virtual organization.  Deloitte & Touche 
argues that a broad perspective of risk should be adopted -- one that views threats to 
financial performance and control, organizational strategies, business objectives, and 
reputation. 
 Once business risks are identified, management should analyze their potential 
impact on company objectives and the likelihood of occurrence.  Business risks can then 
be (1) avoided, (2) accepted and controlled, or (3) left uncontrolled.  Thereafter, decisions 
and the risk assessment process itself should be monitored.   
 The weakness of this work is in its brevity.  There is little detail and a 
considerable amount of mentioning, without explanation or discussion.  The approach 
suggested seems to be a top-down system that is only validated by unit managers.   Some 
aspects of the document are posed as questions, not declarative statements, leaving the 
reader to wonder about advisable practices. 
 
 
 
The Economist Intelligence Unit.  Written in co-operation with Arthur Andersen & 

Co. 1998.  Research Report, Managing Business Risks in the Information Age, 
New York, NY: The Economist Intelligent Unit.   

 
A research study was conducted by surveying firms of various size in North 

America, Europe and Asia (n = 150 responses) and interviewing 50 senior executives in 
order to:   

• Identify the types of business risk related to information technology (IT), 
• Understand how firms are identifying and managing technology-related 

business risks, and  
• Describe the best practices of managing information technology risks. 
Firms that have made the most progress in managing IT-related risk are large, 

concentrated in the financial services industry, and located in North America.  Sixty-one 
percent of the firms have a formal risk management process in place, but only half of 
them believe that their practices are solid enough to meet future challenges, or that their 

17 
 



approach is planned and proactive.  New approaches to risk management are not easily 
implemented because of the difficulty of convincing business units of their value.  Risks 
vary widely with the business unit and are not the same as those faced yesterday or to be 
faced tomorrow. 

This report uses the Arthur Andersen Business Risk Model to illustrate how IT sits at 
the heart of the risk model framework.  IT risk can be successfully managed only if IT 
strategies are integrated within the firm’s overall business risk strategies.  Failure to do so 
makes it difficult to identify the linkage between business processes and business risks 
that result from the use of IT.  The impact of technology on core operations plays a 
critical role in many firms now and is expected to extend its influence to virtually all 
firms in the near future.  Even so, most firms do not have a formal process in place to 
either identify potential critical risks or to assess the sources of risk.  The most worrisome 
IT-related risks relate to information, not the technology itself, and include integrity, 
availability, and relevance risk.  An appendix defines IT risk and elaborates upon its 
elements.  There is a chapter featuring case studies of companies that serve as examples 
of best practices in the field of business risk management. 
 
 
Sammon, A. E. 1997. Assurance Services: Risk Assessment,  Jersey City, N.J.: The 

American Institute of Certified Public Accountants. 
 
 Because it was written as a continuing professional education course, this source 
is a good place to start for individuals who are just beginning a study of the subject of 
risk management.  For these individuals, however, a suggestion is offered which may be 
useful.  The course was written for independent accountants to enable them to develop 
and offer a new kind of assurance service.  The opening chapter is concerned with events 
leading up to the main topic and not risk assessment itself.   For the reader who is not in 
public practice or not interested in the work of the Special Committee on Assurance 
Services, the first chapter can be skipped.  
 Chapter 2 is an exposition of concepts relating to risk, starting with a definition 
that is taken from the seminal work done by the Economist Intelligence Unit and Arthur 
Andersen & Co.  The Business Risk Model serves as the basis for risk classification (i.e., 
environment, process and information risks).  The author points out that risks are not 
standardized or unchanging.  New developments (e.g., e-commerce) create new risks and 
will continue to do so.  Management is considered to be responsible for identifying, 
assessing and managing enterprise risk – a process that is continuous. The risk 
assessment process begins with a firm’s mission, or vision statement and overall 
objectives.  The latter should be clearly stated and supported by appropriate sub-
objectives and strategies.  Furthermore, a system has to be established to track the 
achievement of objectives.  Management must then identify what risks might prevent the 
accomplishment of the firm’s overall objectives or negatively impact upon its strategies.  
Next, the likelihood of these risks occurring must be evaluated and their potential impact 
determined.  Any activities or controls that could reduce the chance of the risk occurring 
or mitigate its impact should also be identified.  Each risk is managed by drawing upon a 
suitable strategy such as eliminating an objective, insuring, hedging, risk sharing, 
creating redundant systems, or simply accepting the exposure because the likelihood is 
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improbable or would have only a minor impact.  Once strategies are determined, they 
must be integrated into the firm’s control systems so as to effectively monitor risks and 
report on them in a timely basis. 

Chapter 3 consists of risk assessment aids such as a procedures program for the 
CPA firm providing assurance services.  A risk identification questionnaire provides a 
lengthy list of queries grouped by categories that parallel those in the Arthur Andersen & 
Co. Business Risk Model.  However, a disclaimer is made that the questionnaire is not a 
complete list and that other risks confronting a particular firm may be encountered.  
 Overall, this document is incomplete, too brief, and portrays a canned approach to 
risk management.  CPAs who rely upon this course without substantial reading of other 
sources will be inadequately prepared for an assurance or consulting engagement of this 
type. 
 
 
CICA Criteria of Control Board. 1998.  Learning About Risk: Choices, Connections 

and Competencies, Toronto, Ontario: Canadian Institute of Chartered 
Accountants. 

 
 The purpose of this paper is to spark thought and discussion that will lead to 
better understanding of the nature of risk and of the process of risk identification and 
assessment.  At that point, the paper stops – it does not address the measurement of risk, 
nor the various strategies for mitigating risk, such as avoidance, transfer, or reduction.  It 
is aimed at a broad audience that includes chartered accountants, governing board 
members, standard-setting bodies and anyone interested in learning about risk.  The 
nature of risk is examined and some risk models and propositions about how risk 
identification and assessment may be addressed are offered.  A literature search, which 
unveiled books, journal articles, newspapers, and other research studies (n=249), formed 
the basis for this publication.  Interviews were conducted with executives and became, 
along with ideas from pieces found in the literature search, succinct cases designed to 
demonstrate certain risk models. 

The concept of risk is developed, defined and compared with other definitions.  
Risk is seen as an adverse consequence stemming from an event or circumstance, and 
does not encompass missed positive outcomes.  Risk and opportunity are closely related, 
but are different and should not be merged in one paradigm.  Seven models of risk are 
described and explained in Chapter 2.  A model is a way of thinking about risk (e.g., 
strategic choices, crisis choices, survival choices). These seven are both complementary 
and overlapping.  Each provides a distinct but partial understanding of risk and, thus, 
should be drawn upon in a way that befits the decision being made.  Having done that, 
the decision should also be tested against the other six models. 

Chapter 3 is a set of propositions concerning risk such as: “The most significant 
risk for an organization is the possible loss of reputation.”   Chapters 4 to 10 expand upon 
each of the seven risk models using excerpts from news articles, annual reports, and 
books and quotations from interviews with senior executives as a basis for elaboration.  
Several appendices provide a variety of helpful aids.  These include a case study; a 
suggested process for risk identification and assessment using a matrix of the seven risk 
models and key stakeholders; an approach to basic risk management; the Arthur 
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Andersen Business Risk Model; and, a glossary.  
 Most of the material in Chapters 1 to 3 consists of questions grouped within the 
seven models of risk, followed immediately by a synopsis gathered from sources such as 
field research, articles, and annual reports.  The connection between the synopsis and 
questions is often vague or missing altogether.  The author’s approach is arcane.  They 
assert to be out to define risk and address the nature of risk, including the processes of 
risk identification, and assessment, but fail to do so.  In summary, this work cannot be 
regarded as a framework for risk management.   
 
 
McNamee, D. and G. M. Selim. 1998. Risk Management: Changing the Internal 

Auditor’s Paradigm, Altamonte Springs, Florida: The Institute of Internal 
Auditors Research Foundation. 

 
 Although this is not a normative statement concerning business risk management, 
it is important because it demonstrates how the presence of a risk management system 
influences the practice of internal auditing.  The paradigm shift described in this study is 
based on viewing the business process through a focus on risk instead of controls.  
Internal auditors are participants in this shift and, as a result, are employing a new 
approach to their audits on both the micro (individual audit assignments) and macro (the 
annual audit planning process) levels.  The research study included case studies of 29 
organizations (15 to derive a model and 14 to validate the model) and a literature search 
(limited to n=250).  The first three (of seven) chapters contain the meat of this study.  
Chapter 1 discusses the nature of risk and describes the components of business risk.  The 
latter are risk assessment, integrated risk management, and risk communication – each of 
which is expanded upon and case studies of organizations used to illustrate the 
components and process. Chapter 2 looks at macro risk assessment from the internal 
auditor’s viewpoint.  However, that viewpoint is developed by looking at the firm’s 
process of risk assessment as a part of the strategic planning process and development of 
the annual business plan.  The use of “scenarios” (project planning, risk, threat, and 
strategic planning scenarios) is suggested as a way to develop and rank risk factors.  The 
annual audit plan is then concentrated on a hierarchical ranking of risk factors.  Chapter 3 
concerns an individual internal audit assignment.  Auditors examine the business risks of 
the operating unit against their organizational objectives and evaluate how business risks 
are being managed (control, transfer, avoid, accept, diversify).  Here (p. 106) is where the 
comparison is made with the COSO paradigm.  The other chapters of the research study 
concern the research method, literature review and a summary.  A glossary is included as 
an appendix.  
 
 
Economist Intelligence Unit, Written in co-operation with Arthur Andersen & Co. 

1995. Managing Business Risks – An Integrated Approach, New York, NY: The 
Economist Intelligent Unit. 

 
The research upon which this report is based began with the hypotheses that 

businesses realize the complexity of the risks they face and are searching for a more 
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comprehensive approach to managing them.  Surveying senior executives from global 
businesses through in-depth personal interviews (n = 40) and questionnaires (response 
rate not indicated), gave support to the hypotheses. The questionnaire used in this 
research is shown in an appendix. Participating firms were large (73 % with sales over 
$500m) and located primarily (97 %) in North America and Europe.  Those companies 
that are in the vanguard of developing business risk control systems became the basis for 
the business risk management system model presented in this book. 
 Chapter 1 gives the reasoning for an integrated approach to business risk 
assessment and control stemming from the rapidity, complexity and variety of change 
taking place in the world.  Change introduces risk and because of the sheer number of 
risks involved, requires an integrated, enterprise-wide approach for dealing with them. 
Business risk is defined as the threat that an event or action will adversely affect an 
organization’s ability to achieve its business objectives and execute its strategies 
successfully.  An integrated system for controlling business risks starts with identifying 
risks and pinpointing their sources.  Next, steps have to be taken to avoid, transfer or 
reduce a risk to acceptable levels.  The firm must then measure and monitor risks and 
finally, conduct an ongoing assessment of the performance of its risk control processes. A 
figure on page 12 illustrates these aspects of an integrated approach.    
 Chapter 2 further examines an integrated approach to business risk management 
by delineating the three key elements essential to its success.  This chapter discusses the 
first two elements and Chapter 3 concludes with the third.  A common business risk 
language that facilitates “four way” communication (up-down and across the firm) is the 
first element.  A risk language model is proposed for organizing risks under three broad 
headings: environment risk emanating from external forces; business process risk; and, 
information for decision-making risk.  The second key element is developing an 
effective, integrated organizational control structure by creating processes for strategic 
control, management control, and business process control.  Strategic controls include six 
vital processes that continuously assess the effect of external environment risks on the 
firm, formulate risk management strategies, and align the organization with those 
strategies.  Management controls are those processes that drive business risk assessment 
and control throughout an organization – e.g., communicating objectives, defining 
boundaries and limits, establishing accountability.  
 Chapter 3 focuses on the third element of an integrated approach, creating a 
process view.  The firm, typically organized along functional lines, must adopt a process 
view that crosses seemingly unrelated functions and emphasizes horizontal linkages.  
Managers and knowledgeable employees who are responsible for key process activities 
must design and implement business controls.  They start by defining process objectives 
that align with strategic company goals, carry out risk assessment (identify, source, and 
measure) of threats to achieving these objectives, design and implement risk controls, 
measure and evaluate performance against process objectives, and continuously monitor 
the risk assessment process and effectiveness of the risk controls.  There is little guidance 
on how to identify risks, however. 
 Chapter 4 describes how the elements of an integrated approach to business risk 
control are applied within an empowered organization.  The concept of “self-control” is 
introduced as the bridge between employee empowerment and management stewardship.  
Selecting the best people to do the job and then helping them to succeed is the initial step.  
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Defining what the firm wants to achieve and avoid, and employing performance 
measurements to establish accountability guides empowerment of business process 
“owners.”  These steps result in an integrated self-control approach.     
Chapters 5 and 6 are case studies of companies that are paragons in developing processes 
and practices to deal with business risk. Chapter 5 focuses on strategic control and 
Chapter 6 on management and business process controls.  
 
 
Joint Standards Australia/Standards New Zealand Committee OB/7 – Risk 

Management, 4360:1999.  Risk Management (revised draft).  Strathfield NSW, 
Australia: Standards Association of Australia.  

 
 This draft is a revision of an earlier pronouncement, also entitled Risk 
Management.  The objective of the current draft is identical to the original: to provide a 
generic framework for establishing the context, identification, analysis, evaluation, 
treatment, monitoring, and communication of risk.  Chapter 1 sets forth these ideas in a 
statement of scope and application and provides a glossary of key terms. A risk 
management process is viewed as being generic and independent of any specific industry 
or economic sector.  Several appendices are provided for detailed guidance, including one 
(Appendix A) outlining organizations to which the standard may be applied and the range 
of possible applications.  Risk management is an integral part of good management and 
should be inculcated into an organization’s culture – including its philosophy, practices, 
and business plans.  Risk management is an iterative process consisting of well-defined 
steps taken in sequence, that support better decision-making and encompass both 
undesired outcomes and positive opportunities. 
 Chapter 2 lays out the formal process for establishing a systematic risk 
management program beginning with a policy statement from top management.  
Management’s commitment should ensure that a system is established and its 
performance reported for subsequent review.  Responsibility and authority must be 
assigned to key players who will make the system work, and resources have to be 
provided.  Implementation of a risk management system requires several steps, which are 
spelled out in some detail in Appendix B. 
 Chapter 3 gives a brief overview of risk management.  The main elements are: (a) 
establish the context, (b) identify risks, (c) analyze risks, (d) evaluate risks, (e) treat risks, 
(f) monitor and review, and (g) communicate and consult.  
 Chapter 4 expands upon and provides details for the overview of risk management 
described in the previous chapter. For example, “establishing the context” is divided into 
strategic context, organizational context, and risk management context.  This chapter, 
together with several appendices (e.g., examples of risk definition and classification) is 
the meat of the draft standard.  Some excellent figures help in understanding the structure 
of the risk management process suggested in this study.  However, the standard overall is 
so succinct that it is vague and ambiguous at times.  For example, the responsibilities and 
activities of top management and unit/process managers in carrying out the system is 
unclear.  The document does not consider if the grass-roots activities are to be carried out 
by functions or processes. 
 Chapter 5 concludes by recommending that each stage of the risk management 
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process be documented and provides several forms as examples of the kind of 
documentation that might be employed.  
 
 
Nottingham, L. 1997.  A Conceptual Framework for Integrated Risk Management, 

(September) The Conference Board of Canada. 
 
 Risks faced by a company come from multiple fronts and call for coordinated, 
organization-wide responses – that is, an integrated approach to risk management that 
stretches across the enterprise.  As such, it is an anticipatory, proactive process that is a 
key part of strategy and planning, and results in minimizing uncertainty and maximizing 
opportunities.  This report describes a conceptual framework to aid in developing an 
enterprise risk management system.  It asserts that no single methodology exists for a 
system.  Each organization’s approach to risk, risk tolerance, and management structure 
and processes is linked to its own unique objectives and strategies.  However, four 
elements surfaced during the course of conducting research for this study, that constitute 
the broad conceptual framework. The four elements are: 

• a framework for risk management (i.e., a risk language common to all 
within a firm);  

• a top-down-driven and-supported risk management policy;  
• organization-wide risk management structures, processes, and 

resources monitored by a central point to implement and support risk 
management; and  

• processes that support bottom-up risk assessment and management. 
The system must lead to risk management becoming a core competency of all 

employees. Throughout the document examples are cited from leading firms that have 
risk management systems in place. 

 
 
 
Internal Control Working Party. 1999.  Internal Control: Guidance for Directors on 

the  Combined Code. (September) London: The Institute of Chartered 
Accountants in England & Wales. 

 
 This pronouncement was issued in September 1999 with the support and 
endorsement of the London Stock Exchange.  Chaired by Nigel Turnbull, finance director 
of the Rank Group, it is the fourth in a succession of reports on corporate governance that 
began with the Cadbury Report.  The stock exchange has stated that listed companies will 
have to comply with the principles or explain why they are not complying.   
 A company’s system of internal control plays a key role in the management of 
risks that are significant to the fulfillment of its business objectives.  The system should 
be imbedded within operations and form part of its culture; be able to adapt to new risks; 
and be customized to each company’s unique situation.  The guidance document is 
divided into these sections: an introduction; maintaining a sound system of internal 
control; reviewing the effectiveness of internal control; the board’s statement on internal 
control; internal audit; and, an appendix containing a series of questions for assessing the 

23 
 



effectiveness of the company’s risk and control processes. 
 In establishing and maintaining a sound system of internal control, policies must 
ensure that risks facing the firm are managed effectively.  Doing so involves risk 
assessment and evaluation and making decisions on how to deal with these risks.  In 
addition, the system and the risks identified must be monitored.  The responsibility for 
this latter function rests with all employees who are accountable for achieving objectives.  
The elements of a sound system of internal control are described.  Reviewing the 
effectiveness of internal control is divided into a section on responsibilities (i.e., the 
board’s; management’s) and another on the process for reviewing effectiveness.  In the 
next section, guidance is given on the board’s (narrative) statement of internal control 
that should include disclosures about the company’s internal control processes.  In the 
subsequent section, companies are urged to have an internal audit function – in-house or 
outsourced.    
 
 
Financial and Management Accounting Committee of IFAC. Prepared by 

PricewaterhouseCoopers. 1999.  Enhancing Shareholder Wealth by Better 
Managing Business Risk, New York: International Federation of Accountants.  

 
The heart of a risk management framework is presented in the first three chapters 

of this document. Chapter 1 defines risk as uncertainty over future events that could 
influence achieving the organization’s objectives.  Risk is seeking the upside of 
opportunities while managing the downside of threats and hazards.  The frameworks 
intended to control business management that were produced by COSO, CoCo, Cadbury, 
and others are seen as viewing risk as hazards or downside loss.  IFAC’s framework 
focuses more on the upside of opportunities.  The committee recommends that 
organizations emphasize the relationship of risk management to shareholder value.  Firms 
should analyze their activities and ask, what are the drivers of value and what are the key 
risks associated with them?  Answers can be secured by mapping processes that drive 
value and identifying and analyzing risks, and how to respond to them. 

Chapter 2 starts by setting out the concept of a firm’s risk profile.  Risk is divided 
into three components, each of which tends to be the particular concern of certain 
management levels. The components are: (1) risk as opportunity (senior management and 
the planning staff); (2) risk as uncertainty, with risk management attempting to reduce the 
variance between anticipated outcomes and actual results (CFO and line managers 
responsible for operations); and (3) risk as hazards (internal auditors, insurance 
administrator).  Risk management has traditionally concentrated on the latter two 
categories of risk.  Instead, all categories should be linked to the idea of sustainable 
shareholder value and, therefore, achieving the firm’s stated objectives. Beyond these 
concepts, the report posits that the first step is risk identification, including defining the 
organization’s value drivers.  Next, an assessment of possible impact (expressed 
qualitatively, or quantified) and likelihood of occurrence is made to facilitate developing 
a prioritized risk map, or matrix, for each category of risk (hazard, opportunity). 

Chapter 3 examines management’s response to the risks identified and assessed.  
A highly integrated approach to enterprise risk management is suggested.  The 
dimensions to risk management include a risk management structure, resources, a risk 
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culture, and tools and techniques.  Management’s response to risk is organized within an 
eight point plan, or “risk architecture.”  The points are: 

1. Accepting a risk management framework to integrate risk management into day-
to-day operations.  A management policy statement and a review and reporting 
process would be included in the framework. 

2. Obtaining commitment from executives and the board. 
3. Establishing the risk response strategy, including contingency plans and 

performance measures for risk prevention or detection. 
4. Assigning responsibility for the risk management change process. 
5. Resourcing (dealing with the responsibilities and structure of the organization 

with respect to risk management), including a risk management group that sets 
policy, designs strategies, and monitors performance. 

6. Providing communication and training to ensure that risk management becomes 
inculcated into the organization’s management culture. 

7. Reinforcing risk cultures through human resources mechanisms. 
8. Monitoring (and reporting) of risk management process. 

 
The chapter concludes by emphasizing the important role that the internal audit 

function can play and suggesting that external reporting of risk is desirable.  The final 
chapter looks at the question of possible future developments in risk management, 
especially measurements of risk.  The shortcoming of this work is failing to carry the 
model of risk (hazards, opportunities, uncertainty) throughout all phases of the risk 
management framework described and focusing primarily on risk as hazards (note, for 
example, the risk map on page 22 shows hazards and threats only). 
 
 
Coopers & Lybrand (U.K.). 1996. GARP, Generally Accepted Risk Principles, 

London: Coopers & Lybrand International. 
 
 This document was developed to provide guidance to banks, securities houses, 
and other financial institutions engaged in “dealing” on the features of good risk 
management practice and proper internal control.  It seeks to distill and codify major 
principles developed from guidance issued by regulators, practitioners and other advisors, 
so as to establish a comprehensive framework.  However, the diversity of financial 
institutions and other players in the capital markets, and the lack of consensus in many 
detailed areas, prevented development of best practices in all areas. The framework 
consists of eighty-nine core principles, with accompanying explanations of each, grouped 
under the following headings: 

 
Risk management strategy: A structure for linking the firm’s business strategy and 

operations to its risk management objectives is required. 
The risk management function: A dedicated capability should be created for 

monitoring, measuring and evaluating risk to support risk management at the 
executive level. 

Risk measurement, reporting and control: Effective measurement, reporting and 
control of risks is critical.  Market risk, credit risk, liquidity risk, risk aggregation, 

25 
 



and performance measurement are dealt with in this section.  
Operations:  Operational controls must be in place in the front, middle, and back 

office.  They should be complemented by controls over firm-wide functions such as 
regulation, legal, compliance, tax and human resources. 

Risk management systems: Accurate, reliable and timely information is vital to 
support risk management decisions at all levels.  Principles relating to the design, 
development, and management of (primarily information technology) systems for 
providing reliable information for risk management are set forth here. 

 
The principles contained in this document are prescriptive and in some cases, 

quite specific – such as (No. 27) “Value at risk measures of market risk should be 
adjusted to account for the market liquidity of positions.”   GARP is limited in its 
consideration of non-financial risks.  It describes a top-down risk management structure 
and is primarily concerned with internal control.  Thus, it does not encompass the realm 
of opportunities.  
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Appendix C 
Commerce 761D 

Business Risks and Controls 
McIntire School of Commerce 

University of Virginia 
Spring 2000 

 
Instructors: William (Bill) G. Shenkir Paul L. Walker 
  
Office:  218 Monroe Hall  205 Monroe Hall 
 
Telephone: Office 924-4146  924-0887 
  Home 296-7616  973-2098 
 
E-mails: wgs2z@virginia.edu  pw4g@virginia.edu 
 
Office Hours: MW 11-12   MW 11-12 
  Others by appointment  Others by appointment 
 
Background on the course:  

In 1985 the National Commission on Fraudulent Financial Reporting (the Treadway 
Commission) was created under the joint sponsorship of the American Institute of 
Certified Public Accountants (AICPA), American Accounting Association (AAA), 
Financial Executives Institute (FEI), Institute of Internal Auditors (IIA), and the 
Institute of Management Accountants (IMA).  The major objectives of this 
commission were to determine why some financial reporting is fraudulent and to 
make recommendations to reduce the incidence of fraudulent reporting. 
 
In 1992, the Committee of Sponsoring Organizations (COSO) of the Treadway 
Commission issued a final report “Internal Controls-Integrated Framework,” which 
is a comprehensive way of looking at business controls. “COSO broadened the 
definition of internal controls from an end unto itself to a means to achieving an 
organization’s business objectives in operations, in financial reliability, and in 
compliance with laws and regulations.” Under COSO, internal control involves the 
whole organization. 
 
The AICPA’s Special Committee on Assurance Services (SCAS)---also known as 
the Elliott Committee after its Chair Robert K. Elliott of KPMG Peat Marwick---was 
established in 1994 and issued its final report in 1997. The SCAS identified many 
potential new services for CPA firms  (http://www.aicpa.org). Their work focused 
on further developing six of these services that were viewed as having the greatest 
immediate potential for generating high revenues and being performed by CPA 
firms of all sizes.  Among the six services, one was risk assessment 
(http://www.aicpa.org).  It was estimated that this particular service had a potential 
revenue stream of $1 to 2 billion in fees. 
With the generous support of a grant in 1996 from Coopers & Lybrand L.L.P. (now 
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PriceWaterhouseCoopers), this experimental course was designed and offered for 
the first time in Spring 1998 to explore broadly the topic of business risks and 
controls. It should be noted that Coopers & Lybrand authored the COSO report 
“Internal Controls—Integrated Framework.” 
 

Objectives of the Course: 
This course will focus on a number of different topics in which business risks and 
controls are the organizing template. The specific course objectives are:  

  
1. To understand the various risks that a firm faces in a global economy that may 

prevent it from achieving its business objectives. 
2. To understand how an integrated control framework can be developed to 

monitor risk. 
3. To understand some consultative methodologies for undertaking a risk and 

control study of a firm. 
 
Required Materials: 

Michael Mandel, The High Risk Society (Times Business: 1996).  
 Purchase a packet of cases and readings from UVA Bookstore. 

Required readings and handouts will be passed out in class a week in advance. 
 Read regularly the Wall Street Journal. 
 
Reference Material: (Both instructors have copies.) 

Committee of Sponsoring Organizations (COSO) of the Treadway 
Commission.1992.  Internal Control – Integrated Framework. New York, NY: 
AICPA. 

 Economist Intelligent Unit, written in co-operation with Arthur Andersen.  1995. 
Managing Business Risks – An Integrated Approach. New York: NY: The 
Economist Intelligent Unit. 

 
Cooperative Learning: 

This course will utilize, both in-class and out-of-class, a number of cooperative 
learning structures. Cooperative learning "is a generic term for various small-group 
interactive instructional procedures."  Two key learning elements of this approach 
are "student interdependence"---students working together productively---and 
"individual accountability"---students not coasting or hitchhiking on the work of 
their teammates but demonstrating their mastery of the content. 

 
It is critical that you develop the skills and abilities to work with peers on a task 

while you are in graduate school because much of your time in the "world of work" will be 
spent in a team-oriented work place. 

 
Class Format and Preparation: 

Much of the learning in a graduate course takes place in the exchange of ideas.  
Classes will be conducted in a seminar format.  Hence, preparation for each class, 
presence at every class, and participation in our discussions is expected.  
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To insure adequate preparation, specific assignments will be made for each class 
session, which for some classes will involve written responses. Where written 
responses are required, they are to be emailed to both instructors by 6 PM on the day 
before the class meets. A copy should be retained by the student for use in class. At 
the discretion of the instructors, several of these assignments will be graded. 

 
Because class participation is a key element in a course of this type, attendance is 
required at all meetings. Participation will be graded zero on the date of an absence. 
The instructors will regularly evaluate each student’s participation in the class 
discussions. Peers will also evaluate participation in the groups and in the class. 
 
Good participation grades are assigned to students who: 
 -Are always well prepared; 
 -Ask insightful, penetrating questions; 
 -Push the discussion to a higher, more sophisticated level; 
 -Help other students and us understand---in a  

constructive manner---that some of the arguments that have 
been voiced are somehow flawed or incomplete. 

 
Poor participation grades are assigned to students who: 
 -Rarely talk; 
 -Sleep in class; 
 -Skip classes; 
 -Make irrelevant, shallow comments; 
 -Are unprepared when they are called on. 
 
Please use a name card at each class. Grading class participation requires that we 

get to know everybody as soon as possible. 
 
Course Grades and Policies: 
 The course average will be determined as follows: 
  Participation---includes daily written assignments  
  (other than papers), presentations, and 
   evaluations of contribution to class discussions by 

 instructors and peers      50%  
  Five Papers  (See Notes A & B)    50% 

  (weights of papers: #1-5%; #2-5%; #3-5%; #4-5%;  #5-30%). Any  
papers receiving a grade of B- or lower must be rewritten. 

No tests or examinations are currently scheduled.  However, the instructors reserve 
the right to change this at any time during the semester and schedule a test or final 
examination. If that is done, the grade will be included in the paper category. Course 
grades will be A, B, C, D, and F, with plus and minus used when appropriate. 
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Assignment Schedule 
 

(A syllabus for a graduate course is never complete until the semester ends because it is 
constantly being adjusted.  This assignment schedule is our initial game plan for the course.  
We will no doubt make revisions as we progress through the semester.  Also, many of the 
readings, cases, and daily assignments will be distributed a week in advance.) 
 

Introduction and Framework 
 

Jan 19 Introduction to the Course; Assign groups.  
 
Jan 24 Risk: Personal, Societal, Business  

Readings:  
1. The High Risk Society (Read chapters 4, 5, 6, 7) 
2. “Life on the Edge,” Time, September 6, 1999, pp. 29-36. 
 
Written (individual) assignment: Prepare two questions for class discussion from 
the readings. Be prepared to lead the class discussion on your questions.  In 
outline form, prepare a response to each of your questions. Email your questions 
and responses to both instructors by 6 PM January 23. 
Also, be prepared to identify drivers of  business risk. 

 
Jan 26  Risk Frameworks 
 Readings: 

1. Perspectives on Risk, Deloitte & Touche 
2. Risk Identification Questionnaire 
3. Managing Business Risks, Executive Briefing, The Economist Intelligence 

 Unit 
4. “Risk Assessment,” Chapter 3, Internal Control—Integrated Framework,  

COSO, pp. 33-48. 
  

Written (individual) assignment: Prepare two questions for class discussion from 
the readings. Be prepared to lead the class discussion on your questions.  In 
outline form, prepare a response to each of your questions. Email your questions 
and responses to both instructors by 6 PM January 25.  
 

Jan 31 Control Framework 
Readings: 
1. Robert Simons, “Control in an Age of Empowerment,” Harvard Business 

Review, March-April 1995, Reprint #95211 
2. Julia Winn, “Internal Controls: A Whole New Ball Game,” Insight, June 1996 
3. “Control Activities,” Chapter 4, Internal Control---Integrated Framework, 

COSO, pp. 49-57. 
Cases: Controls at the Sands Hotel & Casino: The Casino Industry (Hunn, 
Shenkir, Walker) and “Controls at the Sands Hotel & Casino” (HBS 9-184-048; 
rev. 6/14/94). Prepare in case teams. 
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Feb 2  Value Chain Analysis 

Readings: 
1.Michael E. Porter, “The Value Chain and Competitive Advantage,” in 
Competitive Advantage, pp. 33-61. 
2.“Value Chain Analysis for Assessing Competitive Advantage,” CMA Magazine, 
July-August 1996, p. 28. 
3.“Appreciating the Value before Counting Cost,” Management Accounting, 
 January 1997, p. 54. 
4. “Mastering Management: Pros and Cons of Vertical Integration,” Financial  
Times (London edition), March 8, 1996.  
5.  AICPA Committee on Assurance Services (Elliott Committee), “New 
Assurance Services – Linkages to a Client’s Business Value Chain,” get from 
website.  
Case: “Shrimp Farming in Ecuador,” University of Western Ontario (9-97-
H005). Prepare in case teams. 

 
Turn in one page identifying your industry and the company for your term project  
(paper #5) and why you chose this company and industry (see note A). 
 

Managing the Enterprise, Strategy and Risk Management 
 
Feb 4  (Friday 9-11:30) Special Class: Visit to Crutchfield Corporation.  “Risk from the 

Perspective of an Entrepreneur and CEO.” After a tour, Bill Crutchfield  
(Com‘65) will discuss the growth and development of his business over the past  
25 years. (Note: since this is a special required class we will make up the  
time on this visit by canceling two classes as noted in the syllabus.) 
Readings:   
1. Bill Crutchfield, “The Crutchfield Story,” June 1995. 
2. Gary Hamel and Jeff Sampler, “The E-Corporation,” Fortune, December 7, 

1998, pp. 80-92. 
3. “Amazon.Com—The Wild World of E-Commerce,” Business Week, 

December 14, 1998. 
 
Written (individual) assignment: Prepare two questions that you will ask Bill 
 Crutchfield during the discussion.  Email your questions to both instructors by  
 6 PM on Feb 3.  
Submit on Feb 7 a paper (#1) which is a trip report not to exceed four pages 
summarizing your impressions relative to the business risks, controls, value chain, 
and critical success factors of Crutchfield Corporation.  Your report may be based 
on your observations during the visit and outside sources. 
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Feb 7  Discussion of Crutchfield Visit and Student Papers  
Readings: 
1. Michael Porter, “Competitive Strategy: The Core Concepts,” in Competitive 

Advantage, pp. 1-26. 
2. Jay B. Barney, “Looking Inside for Competitive Advantage.” 

 
Feb 9  Critical Performance Factors (Enterprise Value Scorecard or Balanced Scorecard) 
 Readings: 

1. Robert S. Kaplan and David P. Norton, “The Balanced Scorecard—Measures 
That Drive Performance, “ Harvard Business Review, January-February 1992, 
Reprint 92105. 

2. Robert S. Kaplan and David P. Norton, “Putting the Balanced Scorecard to 
Work,” Harvard Business Review, September-October 1993, Reprint 93505. 

Case: Chemical Bank: Implementing the Balanced Scorecard (HBS 9-195-10; rev.  
4/23/96). Prepare in case teams. 

 
Feb 14 Building an Ethical Climate (Beliefs Systems) 
 Readings:  

1. “Conflicting Responsibilities,” (HBS 9-392-002, rev. 6/25/93) 
2. “A Company’s Ethical Climate,” (HBS 9-392-004, Rev. 9/18/92) 
3. “Control Environment,” Chapter 2, Internal Control---Integrated Framework, 

COSO, pp. 23-32. 
Video on News Reports of Tylenol Tamperings in 1982 and 1986. 
Case:  “James Burke: A Career in American Business” (A, HBS 9-389-177, Rev. 
11/30/89 and B, HBS 9-390-030.)  Prepare questions in case teams. 

 
Feb 16 Crisis Management  

Readings: 
1. Norman R. Augustine,  “Managing the Crisis You Tried to Prevent,” Harvard 

Business Review, Nov/Dec 1995, Reprint 9560.  
2. Mustafa V. Uzumeri and Charles A. Snyder, “Information Technology and 

Accelerated Science: The Case of the Pentium Flaw,” California Management 
Review, Winter, 1996, Reprint CMR 054. 

Cases:  “The Intel Pentium Chip Controversy” (A, HBS 9-196-091, rev. 3/6/96; 
and B, HBS 9-196-092, rev. 9/18/95.)  Prepare in case teams.  

 
Feb 21 Virtual Corporation 

Reading: “ABC in a Virtual Corporation,” Management Accounting, October 
1996.  With the background of this article, identify the risks faced by a virtual 
corporation and the possible controls that might be used. Turn in a paper (#2)not 
to exceed four pages on the “Virtual Corporation: Risks and Controls.”  
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Feb 23 Risk and Control Debacle 
 Video on Kidder, Peabody & Co., 60 Minutes (2/19/95) 

Reading: Robert Simons, “How Risky is Your Company?,” Harvard Business 
Review, May-June 1999, pp. 85-94, Reprint 99311 
Case: Kidder, Peabody & Co.- Creating Elusive Profits (HBS 9-197-038; rev. 

8/5/97.) Prepare in case teams. 
 
Feb 28 An Overview of Some Recent Risk and Control Debacles.  Determine root causes  

not symptoms of what went wrong and what controls were missing.  Student  
presentations.   
Submit group paper (#3) not to exceed five pages. (See Note B below.)  All  
students are expected to read the executive summaries and participate in the  
discussion. 
 

Mar 1 An Overview of Some Recent Risk and Control Debacles. Student presentations 
continued. 

 
Mar 6  Evaluation of International Professional Documents on Risk Management.  

Compare and Contrast COSO’s Internal Control – Integrated Framework to: Risk 
 Management by Australian/New Zealand; Lucy Nottingham, A Conceptual 
 Framework for Integrated Risk Management, The Conference Board of Canada;  
International Federation of Accountants, Enchancing Shareholder Wealth by  
Better Managing Business Risk. 
 
Submit on March 6 a group paper (#4) not to exceed 4 pages in which you 
compare and contrast the COSO document to one of the international studies.   
Each group will be assigned one of the international studies.  The paper should  
address whether a void in the U.S. professional literature exists, and if so, whether   
COSO should produce a document to provide additional guidance to US 
accountants in risk management engagements. What should be the major  
topics of a proposed COSO document? 

 
Mar 8  No class.  (A class given back from the extra time taken for the earlier Crutchfield 

visit.) 
 
Mar 13&15 Spring Break 
 
Mar 20 No class. (A class given back from the extra time taken for the earlier Crutchfield 

visit.) By 5 PM – Turn-in outline of term project not to exceed three pages. 
 

Tools for Doing Risk Assessments 
 

Mar 22 Presentation on Strategic Risk Engagements.  Speaker: Tom Patterson, Deloitte &  
Touche 
Written (individual) assignment: Prepare two questions that you will ask Tom  
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Patterson during the discussion. Email your questions to both instructors by 6 PM 
on March 21.  

 
Mar 27 Benchmarking - Meredith Moskow Bolon (Com ’88), PriceWaterhouseCoopers,  

Kansas City, Kansas. 
Reading:  Meredith Bolon and Amy Weber, Benchmarking: A Manager’s  
Guide (Coopers & Lybrand, Monograph No. 4, June, 1996). 
Cases: Manpower Inc. (Paris, Shenkir, Walker) or Dave & Buster’s Inc.  

(Anderson, Shenkir, Walker) 
 

Process Risk 
 
Mar 29  Process Risk 

Case: Mercedes-Benz U.S. International. Prepare in case teams. Assignment 
questions to be distributed. 

 
The Marketing Function: Outbound Activities,  Sales and Service Risk Management 

 
Apr 3 Sales: Risk Management and Control 
 Video on the Prudential Insurance Co. of America – PrimeTime Live (12/11/96) 

Case: Prudential Insurance Co. of America (Hunn, Shenkir, and Walker).  Prepare 
in case teams.  
Assignment questions to be distributed.  
 

Apr 5 Sales: Risk Management and Control   
 Video on the Nordstrom Boys, 60 Minutes, 5/6/90 

Case: Nordstrom: Dissension in the Ranks? (A) (HBS 9-191-002) and (B) (9-102-
027). Prepare in case teams. 
Reading: Elisa Mendezela, “Managing Customer Risk,” The CPA Journal, June 

1999, pp. 56-58. 
Assignment questions to be distributed. 

 
The Finance Function and Risk Management 

 
Apr 10 Derivatives: Risk Management and Control.  The Basics.  
 Derivatives, 60 Minutes, 7/23/95  

Readings: 
1. “Future Perfect,” The Economist, November 27, 1999, pp. 81-82. 
2. “The Future of Finance,” The Economist, December 11, 1999, pp. 71-72. 
 

Apr 12 Derivatives: Risk Management and Control (continued). John Woods (Com ‘86),  
Partner, Arthur Andersen & Co., Washington, D.C. 

 Assignment to be distributed. 
Written (individual) assignment: Prepare two questions that you will address to 
John Woods.  Email the questions to both instructors by 6 PM on April 11. 
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Enterprise Resource Planning Systems (ERP) and Risk Management 
 

Apr 17 ERP Systems: Risk Management and Control  - Michael D. Stough, Partner, 
PriceWaterhouseCoopers, Richmond, Virginia. 

 Assignment to be distributed. 
Written (individual) assignment: Prepare two questions that you will address to 
Michael Stough.  Email the questions to both instructors by 6 PM on April 16. 
 

Student Term Projects.   
 

Apr 19 Student Term Project Presentations. Distribute 1-2 page executive summary. 
 

Apr 24 Student Term Project Presentations. Distribute 1-2 page executive summary. 
 
Apr 26 Student Term Project Presentations. Distribute 1-2 page executive summary. 
 
May  1 Student Term Project Presentations. Distribute 1-2 page executive summary. 
 
May 5 5 PM – Turn-in a hard copy of your term paper (#5) to each instructor. Also, turn-

in a disk with one of the copies of your paper. 
 
Note A: Paper #5. Term (individual) Project on Business Risks and Controls for a 

Specific Industry and Company. 
 
1. The purpose of this paper is for you to gain experience analyzing the value chain, the 

critical success factors, the business risks, and the related business controls for a 
company. 
 

2. Select an industry and one company within that industry.  You cannot select an 
industry/company, which you have previously used in a project for another 
undergraduate or graduate class. You may select a non-US based company.  

 
3.   Paper Guidelines. Prepare a paper not to exceed 15 pages including appendices.  
     A.  Document your understanding of the industry and the company.  

     - consider history of industry, major players, trends (including control breakdowns 
as well as changes in products, materials, customer issues, etc.), outlooks, and 
projections for the future 

     B.  Do a benchmark analysis of the company 
    - benchmark key performance indicators against 2 competitors and the industry 

average  
     C.  Identify and discuss the “value chain” and “critical success factors (CSF)” 

     - this should include the major processes of the company and all strategies 
     - prioritize (and explain) all strategies to assist you in identifying the CSFs 
     - consider the processes in the COSO document 

      D.  Identify and discuss the sub-activities for each CSF and related process 
      E.  Identify and discuss all possible risks faced by the company 

35 
 



      - use the risk framework and questionnaire handed out in class 
      - consider that this company may have its own risk language 
      - assess the likelihood and dollar impact of the major risks (include a risk map) 
F. For each CSF and sub-activity, discuss the business risks, key performance                            
      indicators, and business controls that the company should have in place. 
      - use the risk framework and COSO document 
      - be specific in applying risks and controls 

      G.  Conclude and address from a consultant’s viewpoint 
      - how the company compares to its competitors and industry 
      - the CSFs and value chain 
      - the business risks you would tell the company they faced 

-the business controls and metrics you would tell the company they should have  
in place to achieve their goals. 

 
4.  Present to the class your industry and company analysis using a 15-minute guideline.                    
   Consider the presentation guidelines passed out in class. 
 
5.  Critical Dates: 

• Feb 2 - Turn-in one page identifying industry and company. 
• March 20 by 5 PM – Turn-in outline not to exceed three pages. 
• April 19, 24, 26, May 1 - Class Presentations. Date of presentation determined 

by random draw.  Email to the class and to both instructors 24 hours in 
advance of your presentation a 1-2 page executive summary giving an 
overview of your project.  

• May 5 by 5 PM – Turn-in a hard copy of your paper to each instructor. Also, 
turn-in a disk to one of the instructors. 

 
Note B:  Paper #3. Group Project Analyzing a Recent Risk and Control Debacle 
 
Students in teams of two will be assigned one of the companies from the list below to 
research and prepare a presentation for class and a paper not to exceed five pages 
including appendices. Study the identified company and their respective problem.   
 
1. Paper due to instructors 24 hours before class. Coverage to include: 

A. Company background. 
B. Company problem – determine root causes not symptoms. 
C. Discussion of COSO framework as it relates to the problem. 
D. Identify the risks related to the problem. Consider the risk framework 

discussed in class. 
E. Discuss how the company failed to or successfully managed the risk. 
F. Discuss how the company responded to the debacle. 
G. Discuss changes the company should make. 

 
2. One page executive summary to be emailed to the students and both instructors 24 

hours before the class presentation. 
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3. Present to the class your company using a 15 minute guideline.  Consider the 
presentation guidelines passed out in class. 

 
Companies: 
 
1. Archer Daniels Midland 
2. Columbia/HCA Healthcare 
3. Long Term Capital 
4. Metallgesellschaft  
5. Mitsubishi Motors 
6. Orange County 
7. Salomon Brothers 
8. Sears Roebuck 
9. Texaco 
10. United Way 
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